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[Abstract] Cyberspace has become a new area of strategic game between great powers.
The militarization of cyberspace is an objective trend that is difficult to reverse. At
present there is not enough discussion on cyber offense and defense cyber deterrence
and its impact on the strategic stability between major powers. Some experts argue that
attribution  line-drawing  symmetrical retaliation and other technical difficulties make
cyber deterrence hard to achieve. Furthermore the perception of cyber offense domi-
nance will break the strategic stability cause frequent cyberwars and even lead to the
escalation of conflicts. However such kind of skepticism and pessimism actually blurs
the line between different levels of cybersecurity incidents and fails to understand the
subtle balance between offense and defense in cyberspace. By differentiating specific
cyber offense and defense techniques and combining with empirical analysis of major
cybersecurity incidents it is not difficult to find out that largescale cyberattacks face
many uncertainties and the attribution problem is not unavoidable. As a result the
three questions-the object the threshold and the measure of retaliation on cyber de—
terrence can basically be solved. With the realism concept and pragmatic understanding
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